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The criminal characteristics of crimes in the area

of state and municipal orders
The article analyzes how crimes are perpetrated and describes their characteristics and methods of deception in the sphere of budgetary expenditures for state and municipal requirements. The profiles of offenders are also examined.
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The budgetary activity of Russian state structures that involve the use of state and municipal funds for purchasing goods, services, and work is highly attractive to criminals and organized criminal groups. With the aid of auctions and competitions, organizations, offices, and manufacturing enterprises purchase equipment, goods, and especially select contractors for the production and supply of services. The stable and reliable operation of various industrial enterprises ensures a functioning state mechanism. The expenditures of budgetary funds depend on many factors, including government offices, state institutions, municipalities, federal subjects, economic and political stability, and overall security and defense capability. 

The success of any criminal investigation depends largely upon the professional mastery and capability of the investigator to expose not only the legal, but also the criminal essence of the crime. The investigator must also determine the criminal characteristics of the crime in order to get the most thorough and best evidence of the illegal action. The ability to identify such criminal characteristics facilitates not only a thorough investigation and the determination of the defendant’s guilt, but also reduces the likelihood that similar crimes will be perpetrated in the future and therefore assists in the prevention of future crimes.   The crimes regarding the placement of state and municipal orders may share the following features:

· а group of crimes having similar criminal (crime, criminal or forensic) features;

· subject of criminal activity;
· methods of criminal perpetration;

· context of criminal perpetration;

· methods of selecting suppliers and contractors;

· methods of deceiving and concealing the crimes;
· the supplier and contractors do not fulfill their obligations
· typology of  perpetrator’s personality;

In order to investigate a crime successfully, the operational-search units must have an idea of the criminal features of the crime. Solving the crime is their job and they must know how to decipher evidence and rely on operational information and investigative methods.

However, the present Criminal Code of Russia does not include a statute titled “Crimes in the Sphere of Placing Orders.” There are some crimes, however, that share criminal features with other Russian criminal code statutes including criminal methods of perpetrating the crime and the typology of an offender’s personality. State and municipal offices and their structure’s subdivisions engage in placing orders and are defined as customers by law. They have the authority to spend the budgetary funds. Those who perpetrate these crimes may be officials of a customer or managers of customers, contractors, or persons, acting on commission and executing an order. Therefore, “Crimes in the Sphere of Placing Orders” are considered crimes indicated by articles 285, 286, 289, 290, 291, 292, 293 of the Russian Criminal Code. The subject of criminal encroachment is budget funds in ruble or foreign currency allocated for the acquisition of goods, services or labor.
The methods of committing crimes vary, but mainly they involve the violation of legal procedures provided by the Federal Law № 94 of 21 August 2005 “About placing orders for delivery of goods, manufacture of works and rendering services for state and municipal needs” [1]. Оr legislation that existed before the adoption of this law. The practice of uncovering and investigating similar crimes is founded on the violation of the given law and relates to tied to that such crimes such as receiving or giving bribes, committing forgery, abusing one’s powers and others.
For example, in May 2009 the Investigatory Committee of the Khabarovsk Krai Procuracy Office began to investigate case (art. 286 of the Russian Criminal Code) that involved abuse of power by the head of Federal Migration Office in Khabarovsk. It was determined that in April 2008 the migration office advertised a forthcoming competition for the acquisition of off-road car. Moreover, the cars competing were not to have run on Russian roads or roads of the Commonwealth of Independent States. After the competition, the administrative director of FMS concluded a contract for the delivery of a car «TOYOTA – LAND CRUISER» at a price of 1 million 700 thousand rubles. However this car did not satisfy the technical requirements of the competition because it was run on Russian roads 8 500 km. The administrative director had this information because he was the owner of this car and had driven it for three years. Moreover, according to expert evaluations, the average market price of a similar car was 1 372 000 rubles in April 2008 [2].
Persons who commit crimes use various schemes to falsify documents for competitions or auctions in order to give priority in the receipt of budgetary resources to suppliers or contractors with whom they established personal relations and corrupt ties. Here are some of most prevalent methods:
1) The customer fails to publicize a competition in the mass media. This is contrary to the law, article 16, which requires the customer to publish the notification. If the customer fails to publicize a competition or auction, the competition commission gets one request from a certain participant. In this case, according to the law, this participant should be considered a winner and a state or municipal contract should be concluded with him. For instance, in 2008 the Magadan City court sentenced a former head of the Srednekanskii district administration for the crime of embezzlement (art. 160 part. 3). It was established that in July 2004 the district administration obtained budgetary funds to acquire a light car UAZ-39629-016 and spare parts for the special transportation of housing and communal services at the rate 393 100 rubles. He entered into a criminal conspiracy with head of the firm, “Communal Systems of Srednekanski district.” Neglecting the legal procedure of holding a competition for placing municipal orders, in October 2004 the winner of the competition for supplying the UAZ car was the firm TechStroiTsentr. This firm signed a fictitious agreement to deliver the car to the head of the regional administration. According to this agreement the director of “communal systems of Srednekanskii district” got 265,000 rubles [3].
2) A participant distorts the contents of an order by logging on to the customer’s internet site while the customer is placing an order without holding an auction with price quotations. In accordance with article 42 of the law, the customer alerts readers of forthcoming orders on his internet site, and receives quotations of orders to get requests via internet communications. Moreover, the internet site displays the date and time the orders were received. The customer receives the order in the course of a certain time period, while the orders that are entered later than the set time, are rejected and not reviewed. The customer has the technical capability to change the content of his internet site, including changing the date and time of the order so that it looks as though someone’s order was entered later than the set deadline. Thus a “filtration” system is produced so that other, competing suppliers cannot obtain any orders. 

3) The stipulations of the contract contradict the competition documents.
Before placing an advertisement in the mass media regarding a forthcoming competition or auction, a customer draws up and approves the competition documentation, which is subsequently made available to all interested parties. Art. 29 of the law states that the contract with the supplier is sealed when the participant’s order and competition documentation, including about the conditions of fulfilling the order are the same. However, sometimes the customer, having reworked the documentation, adds more “strenuous” conditions than are really necessary. As a result, some participants, are not able to meet these conditions, and therefore they cannot be winners. However, a certain previous supplier or customer with whom the customer entered into agreement, demonstrates in his advertisement that he can meet the conditions, even though, in actually he cannot. This participant is considered as a winner by the competition commission and the customer concludes a contract without these “strenuous” conditions. Or, in a different manner, the contract has additional conditions that are favorable to him. This can be the preliminary payment for unfilled orders, additional bonuses for completion of contacts ahead of time, and so on. For example, In March 2009 the Office of the Procuracy of Nadezhdinskii District, Primorskii Krai revealed that in 2008 a municipal district concluded a contract for student tables with the firm “Uchkom service” at a price of 494, 100 rubles. However, the stipulations of the contract did not correspond to the stipulations contained in a notification about placing the order [4].
4) The artificial splintering (breaking down) of the cost of the order into smaller sums. Current legislation states that if purchases of goods, manufacturing, or services during one quarter are more than 100 000 rubles, then a procedure for placing orders must be implemented. However, this requirement is passed on to a costumer who must complete financial and economic documents describing goods, works and services, though they really have the same or similar label and functional and technical features. 

5) The conclusion of additional agreements at higher prices after the contract expires with suppliers or contractors. According to the law, a customer and supplier must, upon mutual agreement, increase the price of a contract by no more than 10 percent of a contract’s original price. If this price is violated, using a far-fetched pretext, the contract price will be higher. For example, in February 2007, the Directorate of the Primorskii Krai Procuracy began to investigate a criminal case involving the abuse of power by the former Vice-Governor of this territory B.I. Geltzer. (ch.2, art. 286) In 2003 an Office of the Governor organized a competition for buses delivery at a set price. From the moment the competition began, the prices soared. This year he signed a supplementary agreement about the change in the number of buses and the cost of each bus. The price for buses was increased because in this year’s competition he signed an additional agreement about a change in the number of buses sold and price of each bus. According to the law, [6] he was required to call the competition off and to start over with a new competition because changes in quantity and price of the order were not allowed. As a result, the damage to the Primorskii Krai budget was 4 million 320 thousand rubles. 
6) The participants’ refusal to examine consumers’ requests on the pretext that they did not present additional documents and information the required for a competition.

In spite of the fact that the law contains an exhaustive list of documents and information required for participating in a competition or auction, the customer of the organization hinders the participation of “foreign” suppliers at competitions a customer makes ridiculous demands of them to send various additional data. For example, in December 2007, by the Directorate of the Magadan Oblast Procuracy, upon checking the results of a competition on the choice of a contractor to repair the administrative building of the Directorate of the firm Rospotrebnadzora Magadan’s trade control office, it was discovered that the competition commission declined requests of two participants, without any basis.  This commission demanded that these participants provide information about tax debts, account balance and about the absence of reorganization and liquidation actions. The current law does not provide any basis for participants to be denied participation in a competition. A customer does not have the right to make demands of the participants issuing orders. Moreover, the legislation does not require them to conform to established criteria. According to the stipulations in article 11 of the law, the competition commission inspects participants directly. Furthermore, the evaluation and creation of ads to participate in the competition are carried out without legal foundation, including competition documentation, such as the price of a contract. 
As a result, the winner was a participant who proposed a maximum price of 1 939 798 rubles at the same time that another participant proposed a minimum price of 1 350 767 rubles. As a result of illegal actions and decisions by the competition commission the winner of this competition violated the legal procedure and the federal budget allocated an extremely large amount of money to repair the customer’s building [7].
7) Access to the competitive choice of a participant who did not present the required documents but later was named a winner. For example, in December of 2008, Directorate of the Severo-Kurilsk Procuracy discovered that the administration of the city of Severo-Kurilsk advertised an open auction for selection of a contractor for construction work. During the preliminary auction the administration unlawfully admitted the participant – the firm “Sakhalin Machinery” whose application did not conform to the law on auction procedures and documentation. Despite these circumstances, a municipal contract between the city administration and the firm “Sakhalin Machinery” was concluded. Considering that there were, in the actions of district administration officials, signs of criminal-punitive activities connected to  crimes involving the abuse of power (art. 285) materials related to the case have been passed to the Investigatory Committee of the Sakhalin Procuracy [8].
8) The absence of a competition or auction commission during or before the selection of contractors.

To “ease” their work, many customers do not organize boards the proper way and do not create commissions. They often include employees of their offices who frequently do not even know they are members of such selection boards. Records show that often signatures of the commission members are forged. Then these forged records are used as a basis for concluding contracts.

9) Examination by the customer of a participant’s competition request and the conclusion of a contract for construction work even though the participant does not have a special building permit [9].
In 2007 the Directorate of the Komsomolsk-on-Amur Transportation Procuracy opened a criminal case a case according to part 1 of the criminal statute 171 and discovered that in the course of 2006 the Amur customs agency and the firm “Slavyane” concluded state contracts at a price of more than 1.2 millon rubles for renovation work in the customs building. This negotiated sum was paid. Prior to initiating the work, the firm presented a forged license for completing the construction-assembly work for the renovation and reconstruction of the building to Amur customs [10].
10) A customer and a supplier add conditions to their final contract that permit the supplier to seek out other subcontractors and contractors conclude additional agreements with them for the completion of the contract. In so doing, the customer bypasses the requirements of the law on the obligation to hold competitions or auctions. As a result, certain “necessary” commercial firms or people are attracted and they receive the budgetary funds.

11) A customer, without conducting the required procedures, gives the budgetary funds to the supplier while the contract is finalized later, de-facto. Thus, it appears as though there were a competition or an auction, when in fact there was none. 

The required competition documents are being falsified including official records evaluating competition proposals from nonexistent participants. For example, in March 2008 the Directorate of the Magadan Procuracy revealed that OGU DEP Magadan performed repair work on the roadways for a sum of more than 36 million rubles without any competition in 2007. Afterwards, a municipal contract with the firm, “Magdansk,” was finalized and the next day an act on fulfilling the work and a report on the cost of the work and the expenditures of the exact same amount was signed.

12) Commercial businesses take part in competitions or auctions that were organized by officials of state or municipal agencies, their relatives or their close and trusted friends. This method is used very broadly. Very often officials living in one subject of Russia will organize firms in another subject and act as directors of the staff of a given enterprise by registering on the territory of the other subject. This impedes investigation because each subject handles tax inspections of separately and maintains its own tax data only.

13) The creation of fake contracts or agreements by the customer. Commercially-active or specially-created enterprises are used for this and create an agreement or contract according to which it is obliged to produce goods, perform some kind or work or offer services. The given agreement or contract serves as a formal basis for the transfer to the bank account of the “executor” of a given sum of money. In order to conceal this criminal scheme in an institution a fictitious act is performed concerning work completed. 

14) An auction is not held, though it is required to be held.

To a certain degree, a widely-used method in which the director of a budgetary agency simply hires subordinates to conclude or concludes himself an agreement with the “necessary” supplier or contractor. In 2007 the Directorate of the Amursk Procuracy began an investigation and found that Governor L. Korotkov was guilty of abusing his power by acquiring road-building machinery and cars for state needs at the expense of budget fund [12].
15) Some participant-firms (organizations with limited responsibility) have various registration entries, such as a name, address, personal identification number of the taxpayer, yet the founders of these organizations are one in the same. In the copies of the organization’s documents, information is reflected about the owners/founders that does not correspond to reality; but in fact is obsolete. 
Thus, whichever participant is named a winner, budgetary allocations for fulfilling the order are sent to the same person. In order to investigate such cases, the law provides that the competition commission have the right to check information about the participants through tax inspection. However, very often tax inspection is not carried out and the documents provided are accepted.
Some of the methods for committing crimes reviewed above violate the law. Administrative responsibility for violating legally-established procedures for issuing orders is provided for in the law. However, similar violations, in many instances, are signs of crime in the sphere of spending budgetary resources. Concealment of crimes is an important role for offenders in attempting to cover criminal tracks or to create the appearance of committing administrative violations. Concealment and other forms of deception can be applied to the perpetration of crimes masked as procedural violations of the law. Such violations are explained as technical mistakes, careless errors, legal illiteracy or the inexperience of an employee. This leads to the application of discipline and moral punishment from the customer’s directors.

Methods of deception are usually crafted before auctions, taking advantage of loopholes, vagueness and shortcomings in the legislation and local standard acts of the customer. Such circumstances require of them a special examination, including a detailed study of the competition, bookkeeping, and financial documentation. Deception is an important component of corrupt schemes to illegally obtain budget money. 
Some of the key deceptive measures offenders use, include:
1) Concluding a contract without holding a competition with a concrete provider or contractor under the pretext that a demand arose for specific goods, work or services due to overwhelming forces, or the necessity of immediate medical intervention. Thus, relying on other ways of placing orders demands time and there is no time, so it makes no sense. However, neither customer nor supplier provides any real basis for the conclusion of a contract without an auction as dictated by law.
2) A customer signs a fake act about fulfilling jobs or obtaining goods. 
In comparing the goods’ features or the character of the completed jobs with the conditions of the contract, it becomes clear that they do not correspond to one another. Therefore, after the conclusion of a contract, a customer attempts to use or change the goods and conceal the real character of the work as quickly as possible..

3) The participant, with the consent of the customer, presents falsified copies of documents to the competition or auction commission of the participant, in which some of the data is altered. For example, the date that the participant receives information about himself from the state tax inspection agency is changed so that it looks like the data were received recently. According to the law, a participant must obtain his data from the tax inspection not later than six months before the competition. 
4) Falsification of auction and competition commission protocols. Very often members of the commissions who were on vacation, business trips or were out sick, falsify the records because they are not present. Thus their signatures are forged by other persons. They do not have any relation to the records, though their signatures and names match. This is a rather widespread practice because the participant of such a commission will not disagree (because in another situation this would elicit a negative reaction by the boss.)
5) A list of purchases is not kept, though  the law dictates that such accounting is obligatory for budget organizations [14]. The Russian Budget Code requires the accounting of purchases but it does not define in what form: paper or as computer data. This leads to confusion in bookkeeping and thus in many instances measures by control-surveillance units are applied to counteract a control action by state bodies. Very often during such control actions control units do not examine the data because employees of the customer insist that there are many technical problems and the computer equipment does not work.
A situation created by criminals has great significance for the perpetration of similar crimes. This situation, above all, is formed under the influence of various types of discrepancies and loopholes in the federal legislation, the legislation of the subjects of the Russian Federation, and the insufficient regulation of local acts of the customer. For example, members of competition or auction commission are, as a rule, employees of the same institution or organization while the director of the commission is a director of the organization. Thus, all members of the commission are subordinate to the director and it is difficult to expect from them any adherence to principle or objections to the director of the commission especially if they know that the director shows preference for certain participant a priori.

Another, no less important feature of a situation, relates to circumstances when the director of a state or municipal organization to which a customer is subordinate, is told that the competition must “be won” by a certain person or another. As a result, the customer, fearing his boss’s dissatisfaction, is forced to falsify the entire process of placing orders. 
A situation may also occur when the defects in the laws’ norms provide that data about unfair suppliers or customers can be placed on a special list of unscrupulous suppliers [15]. The law also requires the customer to make sure, before placing orders, that the executor is not listed on the register. However, information about such an unscrupulous supplier provides data only about his name or legal entity, and address [16]. Therefore, for owners or directors of such suppliers, it is easy to reregister ones commercial enterprise, list another address, and participate in other competitions and auctions run by the same customer. Moreover, in case that the unscrupulous supplier refuses to accept orders by changing his registration data, he has full rights to lodge a complaint against illegal actions on the part of the customer.
Another situation in which crimes are committed is when there is poor professional or legal preparation of the members of the competition commission who insufficiently or superficially familiar with the law and with regulatory procedures for placing orders. As a rule, members of the commission work in areas unrelated to jurisprudence and simply do not pay attention to many important circumstances. 

To some degree the number of signed contracts influences the situation, because the greater the number of orders, the easier it is to “cover up” procedural violations that are committed by “necessary participants,” hoping these violations will not be detected.

It is also necessary to touch on the tactics of exposing crimes and joint activities of control-surveillance branches and units that perform the operational-search work. These law enforcement units investigate bribery, forgery, and other types of white collar crime. Unfortunately, these structures, as a rule, work in an uncoordinated manner. Control and surveillance agencies, planning and verifying budget expenditures, focus on the result which reveals administrative violations, to create protocols or send out guidelines on how to correct the violations. 
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